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How the U.S. Develops the potential of space for civil, commercial, defense and intelligence purposes will affect the

nation’s security for decades to come.

HE ATTACK ON 11 September 2001 (9/11)

has forever altered how Americans view their
security at home. Homeland security is now a
top priority for our country in the new war on ter-
rorism. That attack has also transformed our
government’s approach to defending the home-
land. Space assets are being used in the over-
seas battle against terrorism in intelligence
gathering and support of military operations.
Space-based surveillance also provides early
warning for national missile defense.' However,
there are several challenges to overcome before
we can fully integrate space assets into the
homeland-security framework for operations
within our US borders.
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Space Capabilities for Homeland Security

Space already plays an important role in the
area of navigation and communication, and it
provides the information infrastructure neces-
sary for homeland security. Use of communica-
tion satellites, especially commercial ones,
provides the backbone for many of the current
homeland-security communication needs. The
reliance on these satellites becomes even more
critical in a crisis where terrestrial communica-
tions (both landlines and cellular) are unavail-
able.? Satellite communications provided a
message of “assurance and resolve” at a time
when the public-accessible communications in-
frastructure was in disarray.3

The Global Positioning System’s (GPS) constel-
lation of over 24 satellites has revolutionized the
navigational field.# After 9/11, GPS attracted at-
tention for its potential uses in homeland security
as well as a terrorist target.® The integration of
GPS into search and rescue and other emer-
gency services is already widespread. After 9/11
major city leaders envisioned how GPS could be
used to track certain vehicles and their contents.®
Surveillance of vehicles belonging to suspected
terrorists could also be done through GPS tag-
ging devices. During a crisis response, all emer-
gency vehicles, and even individual personnel,
could be tracked by GPS by the Federal Bureau of
Investigation’s (FBI) Joint Operations Center. The
discontinuation of “selective availability” in-
creased the positional accuracy for civil users.
The military, however, still receives greater posi-
tional accuracy because their encrypted receiv-
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ers can better compensate for ionospheric error.”
A study should be conducted to determine if
homeland-security applications would benefit
from that greater positional accuracy.

Weather information from satellites aids in pre-
paredness and consequence management ef-
forts. Real-time environmental data supports
vulnerability and risk analyses while forecasts
support the decisions that will guide preparation,
protection, response, and recovery operations.8
After the 9/11 attack, the National Weather Serv-
ice provided this information using special fore-
casts to assist decision makers in their recovery
efforts.® Forecasting and real-time data were also
provided in support of Operation Noble Eagle.™

Overhead signals intelligence (SIGINT) collec-
tion can aid in the detection and prevention of
terrorist attacks. SIGINT’s greatest potential lies
in communications intelligence (COMINT)—the
interception, monitoring, and location of com-
munications systems and their voice content.' In
light of the extensive planning done for 9/11, it is
clear that domestic surveillance was not as ag-
gressive as it should have been.’? COMINT de-
rived from space sensors is an additional tool to
be added to the terrestrial COMINT systems for
the collection of needed intelligence on terrorists
in the United States.?

Remote sensing is perhaps one of the biggest
contributions space can make to homeland secu-
rity. It has long been used for intelligence and en-
vironmental purposes and has seen tremendous
growth in the last decade through commercial
and civil systems. National systems provide
overhead imagery intelligence (IMINT) in the
form of high-resolution images. Commercial and
civil satellites can collect additional lower-
resolution imagery.'

Remote sensing from space will play a role in
homeland-security preparedness that very much
resembles its counterpart mission in the military-
intelligence preparation of the battlefield (IPB).®
The National Spatial Data Infrastructure program
is attempting to provide geographical informa-
tion systems (GIS) for major cities to assist with
preparedness for terrorist attacks.'® Imagery with
GIS data could be used to map political and gov-
ernmental facilities, lines of communication
(LOC), choke points such as bridges and tunnels,
food and water distribution points, and nuclear
facilities. This information can be used both dur-
ing threat assessments of potential terrorist tar-
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gets and to aid first responders immediately after
an attack.

In the area of response and recovery, remote
sensing can be used in assessing thermal activ-
ity, the damage to infrastructure, the accessibility
to damaged areas, and displacement of debris."”
Satellite imagery was used a day after the 9/11 at-
tack to aid in the recovery efforts.

Satellites may provide the quickest means to gain
situational awareness, especially when wide-area
coverage is needed. More importantly, they can
provide a single integrated picture of an incident area.
Remote sensing data can be used to aid responders in

formulating a proper response, such as evacuation
routes for a weapon-of-mass-destruction attack.'®

Homeland-Security Customers

Table 1 shows the actual and potential uses of
space-asset capabilities by homeland-security or-
ganizations. Some agencies have already inte-
grated space components into their operations.
Many agencies consider GPS and satellite com-
munications to be inherently part of their informa-
tion infrastructure. Other systems, most notably
intelligence, surveillance, and reconnaissance
(ISR) satellites, are still relatively unused. The next
section discusses reasons for this underutilization.

Issues on the Use of Space for Homeland
Security

Space communication, navigation and weather
systems are designed for use within the United
States and are well integrated into the federal,
civil, and commercial sectors. As a result, there
are no major limitations on their use in the
homeland-security mission. However, with the
exception of commercial imagery, the focus of
ISR systems has been on overseas areas. The na-
tional ISR space architecture, ranging from satel-
lite orbits to the infrastructure on the ground, is
geared towards supporting military operations
and intelligence gathering on foreign soil. Prior to
9/11, the defense and intelligence communities
did not perceive a need for the use of ISR space
assets in homeland security. Now, however, sev-
eral organizations are examining the contribu-
tions ISR space can make to this new mission.

The Space Community: Black or White?
Multiple organizations build and operate satel-
lites for the US government because of the many
national security space missions performed. The
national security space community is still largely
divided between unclassified Department of De-
fense (DOD) systems (the white world) and clas-




Table 1

The Use of Space Assets by Homeland-Security Agencies

Homeland-Security Agency

Major Areas of Space Support

US Northern Command

ISR, Communication, Navigation, Weather, and Remote Sensing

Federal Bureau of Investigation

ISR, Communication, and Navigation

Federal Emergency Management Agency

Remote Sensing, Mapping, Communication, Weather, and Navi-
gation

National Infrastructure Protection Center

Remote Sensing, Mapping, and Navigation

Office of Domestic Preparedness

Remote Sensing, Mapping, and Navigation

US Border Patrol

ISR, Remote Sensing, and Navigation

US Coast Guard

Navigation, Communication, and Weather

Environmental Protection Agency

Remote Sensing

Department of Energy

Remote Sensing

US Customs

Navigation

State and Local Law Enforcement Agencies

ISR and Navigation

State and Local Emergency Services

Communications, Navigation, Weather, and Remote Sensing

National Guard

Communication, Navigation, Weather, and Remote Sensing

sified intelligence systems (the black world). On
the DOD side, Strategic Command is responsible
for coordinating all military and civilian space as-
sets while Air Force Space Command acquires
and operates the majority of military satellites.
The National Reconnaissance Office (NRO) is re-
sponsible for the acquisition and operation of the
nation’s intelligence satellites, often known as na-
tional technical means (NTM).

Recent Space Commission recommendations
generated several organizational changes in the
national security space community.2 The under-
secretary of the Air Force (USecAF) became re-
sponsible for DOD space as well as serving as the
director of the NRO. While implementing the
Space Commission recommendations should
improve interagency coordination, some organ-
izational issues will remain.2’ The NRO commis-
sion stated that the NRO is caught between the
competing requirements of its DOD and intelli-
gence community customers.?2 An independent
Commission on the National Imagery and Map-
ping Agency (NIMA) called this the “national ver-
sus tactical” problem and found it to be a highly
polarizing issue.Z Until the recent implementa-
tion of the Space Commission recommenda-
tions, only the president had the authority to
provide the leadership, direction, and oversight
for a coherent national security space policy.?
Even with the USecAF’s new responsibilities and
authority, it remains to be seen if these old barri-
ers can be dismantled.
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There are three important issues to consider
when defining homeland-security roles and mis-
sions for space: competition between space mis-
sions, customer requirements, and funding. The
first issue is how much the homeland-security
mission will compete with other space missions
for the same resources. Homeland-security re-
quirements will not significantly affect GPS be-
cause of its inherent design for civil applications.
US Northern Command (NORTHCOM) will domi-
nate DOD’s requirements, and the ability of mili-
tary communication satellites to support NORTH-
COM and other federal agencies will be stressed
if there is a major theater war (MTW) and a large-
scale terrorist attack in the United States. Under
those conditions, there may not be enough se-
cure bandwidth to support NORTHCOM, and ad-
ditional bandwidth would have to come through
commercial communication satellites.

National systems may experience a similar
problem during an MTW. These systems not only
have to support military operations overseas, but
also maintain regular intelligence collections of
other nations. The NRO Commission pointed out
that customer demands, both strategic and tacti-
cal, already exceed the NRO's capabilities.?> Sup-
porting the homeland-security mission will put
an additional burden on the NTM systems. Again,
commercial satellites may be able to supplement
the collection needs over the United States, es-
pecially due to the lack of restrictions on their op-
erations.




The second issue is identifying homeland-
security customers and determining their space
capability requirements. The organizational land-
scape for homeland security is vast and often
confusing. DOD and other federal agencies are
involved at the national level, while state and lo-
cal organizations play a critical role as first re-
sponders. A proper provider-customer relation-
ship between the space and homeland-security
organizations is currently lacking and must be de-
veloped. Many of these homeland-security-
organization customers are not yet aware of the
capabilities that space assets offer. For that rea-
son, they have not yet determined their require-
ments, which further complicates identification of
space resources needed for the homeland-secu-
rity mission.

The third issue is funding. If space assets are to
play a role in homeland security, they must be
properly funded. This is especially critical for
dual-hatted organizations like the NRO, NIMA, and
National Security Agency (NSA) that must not
only be concerned about the amount of funding
but also the funding’s source and the legal con-
straints on its use. Using DOD money on home-
land security may violate the Posse Comitatus
Act, while the intelligence community dollars are
reserved for foreign intelligence collection. In the
long-term, the homeland-security mission may
even require new capabilities on satellites (i.e., en-
hanced GPS civil capabilities or new NTM sen-
sors). The new Department of Homeland Security
may eventually become the appropriate funding
source for the amount of funding that includes
proper legal authorization on its use. Until then,
programming funds for this capability may be dif-
ficult.

The Homeland-Security Landscape

The war on terrorism will truly be an inter-
agency process involving some 40 federal agen-
cies. They will be joined by a host of state and
local offices that will be involved in some form of
homeland-security activities.?

The Department of Homeland Security is re-
sponsible for preventing, to the degree possible,
terrorist attacks in the United States and aiding in
the recovery from such attacks.?” Three of the as-
signed functions for this new office may involve
advocating the need for space support. The first
is to ensure that there are sufficient technological
capabilities and resources to collect intelligence
and data on terrorist activities within the United
States. The second function is to make certain
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that proper resources are allocated to improve
and sustain national preparedness against terror-
ist threats. The third function is to coordinate the
response and recovery efforts to a terrorist at-
tack. Space capabilities can help the Department
of Homeland Security carry out these functions.

Currently the DOD role in homeland security is
limited. America’s long-standing fear of military
involvement in domestic affairs has resulted in a
myriad of statutes and directives that govern the
use of the armed forces within the United
States.?8 Key tasks are air and missile defense as
well as assisting civilian authorities in responding
to natural disasters and terrorist attacks.?? The
National Guard is exempt from many of the re-
strictions.?° Until federalized, they belong to their
respective states and thus may provide domestic
support.?! Like other homeland-security organi-
zations, the close integration of National Guard
units with space assets is limited.

Both Joint Vision 2020 and the 2007 Quadren-
nial Defense Review discuss the importance of
homeland security.32 The creation of NORTH-
COM will help focus the DOD’s homeland-
security mission.3¥ NORTHCOM has both North
American Aerospace Defense Command’s
(NORAD) mission of air and space defense as
well as US Joint Forces Command’s mission of
providing military assistance to civil authorities.3
The need to integrate space operations within the
United States, especially ISR systems, means
NORTHCOM has unique space issues not en-
countered with the other geographical com-
mands.

Past experience demonstrates that nonfederal
local authorities are normally the first to respond
to emergencies and threats.?®* Several studies
and reports recommended strengthening the
state and local agencies responsible for home-
land security.3® There is a lack of understanding at
the state and local levels of what space can do.
This is especially true of national systems be-
cause of the necessary security clearances. Un-
less there is an education process among these
organizations, new applications of space to
homeland security will be limited.

The number of organizations involved in home-
land security may be an impediment to the effec-
tive use of space for homeland security. Bureau-
cratic infighting and the lack of clear lines of re-
sponsibility make the integration of space into
various homeland-security missions difficult. Not
only are civil and military agencies involved at




the national level, but state and local agencies
will also play a crucial role. To compound this
problem, the space community itself is made of
multiple organizations that are currently in a state
of transition. There is no place for the Depart-
ment of Homeland Security to go for “one-stop
shopping” on space issues. To get all of these
moving parts from both communities to work to-
gether will be a monumental challenge. While it is
out of the scope of this article to solve these
homeland-security organizational problems, a
solution must be found if space is to be effec-
tively used.

Legal and Policy Limitations: Blindfolding
the Eye in the Sky

Obstacles to using ISR satellites for homeland
security include the legal and policy issues sur-
rounding the intelligence collection on US per-
sons. While surveillance systems such as the
Defense Support Program satellites do not have
an issue because of their low resolution, NRO’s
IMINT and SIGINT satellites have the capability to
aid homeland security in this area.?” In addition,
possible new surveillance methods such as GPS
tagging will also face legal issues. There has al-
ways been a delicate balance between the need
for national security and the protection of individ-
ual privacy rights under the US Constitution.38

Domestic intelligence collection from space is
subject to a complex legal and policy landscape
with multiple directives that are often open to in-
terpretation. Table 2 illustrates some of these
laws and policies.

Executive Order (EO) 12333 establishes the
overall framework for all intelligence gathering
within the United States. It is the primary guid-
ance for IMINT collections on US soil and pro-
vides additional instruction to the Foreign
Intelligence Surveillance Act (FISA) for domestic
SIGINT collections. Even though NRO satellites
collect both SIGINT and IMINT, NSA and NIMA
have additional and different guidance for this
process.3®

FISA regulates the collection of SIGINT on US
persons.® This classified document requires a
special court order to collect SIGINT within the
United States. The Bremer Commission found
that under ordinary circumstances, the FISA pro-
cess can be slow and burdensome.*' The review-
ing agency often used stricter interpretations
requiring more information than mandated by
FISA.42 Additional guidance for SIGINT comes
from the United States Signals Intelligence Direc-
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tive 18.4 This NSA directive ensures that these
types of collections are conducted in a manner
that safeguards the constitutional rights of US
persons.

Because the NRO, NSA, and NIMA are also affili-
ated with the DOD, Title 10 issues such as the
Posse Comitatus Act may apply to them. A re-
view of the literature quickly shows there is no
universal agreement on what the Posse Comita-
tus Act allows and forbids the military to do in
homeland security.* While most DOD space op-
erations within the United States are considered
passive and thus permitted under this act, intelli-
gence satellites play a more active role. As a re-
sult, the NSA and NIMA may be prohibited from
distributing NTM products under the Posse
Comitatus Act because they are DOD support
agencies.

As table 2 illustrates, there are many legal and
policy constraints on NTM activities and what it
collects in the United States. Much of this direc-
tion overlaps itself, and almost all of it is subject
to interpretation. One example is that both DOD
and the intelligence community regulations ap-
ply to NIMA. Must NIMA use the most restrictive
guidance to limit its operations, or can it use the
most advantageous policy to provide imagery?
Unless such issues are resolved in advance,
timely distribution of NTM products is unlikely in
a critical situation. Now is the appropriate time to
revise these regulations in order to provide
greater latitude for intelligence collection from
space within the United States.

The TPED Issue Hits Home

Tasking, processing, exploitation, and dissemi-
nation (TPED) of national space products is cur-
rently a major hindrance to fully utilizing these
assets. The problem of having sufficient re-
sources to get the product to the military user in
the field has been widely identified.s The same
challenge will be faced when getting the product
out to homeland-security agencies, especially in
a timely manner. NIMA is responsible for national
IMINT space products, while NSA is responsible
for SIGINT space products. Both of these organi-
zations have come under scrutiny for their per-
formance of that role.*® The addition of the
homeland-security mission will only increase the
strain on their already overburdened TPED re-
sources.

On the tasking side, the homeland-security
agencies need to understand what they can task
and how to frame the request for collection so




Table 2
Major Regulations Affecting the Use of Space for Homeland Security

Regulation

Type

Executive Order 12333, United States Intelligence Activities

Executive Directive

Executive Order 12958, Classified National Security Information

Executive Directive

Presidential Decision Directive 35, Intelligence Requirements

Executive Directive

Presidential Decision Directive 39, US Policy on Counterterrorism

Executive Directive

Presidential Decision Directive 49, National Space Policy

Executive Directive

Foreign Intelligence Surveillance Act (50 USC) Statute
USA PATRIOT Act Statute
Posse Comitatus (10 USC 1385) Statute
National Security Act of 1947 (50 USC) Statute
Classified Information Protection Act (18 USC) Statute
Freedom of Information Act (5 USC 552) Statute

forcement Official

DOD Directive 5525.5, DOD Cooperation with Civilian Law En-

Department Policy

DOD Directive 3025.1, Military Support to Civil Authorities

Department Policy

sons

DOD Directive 5240.-R, DOD Activities That May Affect US Per-

Department Policy

Conduct of Intelligence Activities

CIA Headquarters Regulation 7-1, Law and Policy Governing the

Department Policy

US Signals Intelligence Directive 18

Department Policy

United States v. Kyllo (2001) Judicial Ruling
United States v. Katz (1966) Judicial Ruling
United States v. Dow (1983) Judicial Ruling

that it can be done legally. While NIMA is in the
process of streamlining the approval process for
domestic imaging, requests still must come
through other federal agencies.#” During time-
critical events, this bureaucratic delay can result
in missed opportunities by satellites with limited
observation windows. For processing and ex-
ploitation of space products, the homeland-
security agencies have neither the same exper-
tise nor tools as the space and TPED organiza-
tions. An inadequate distribution infrastructure
also hampers the dissemination of NTM prod-
ucts. One option is to provide special equipment
to homeland-security agencies that can receive
and exploit NTM imagery, similar to what is being
done for military units.#® Classification of the
products is another issue. A way is needed to
rapidly declassify the information so that local re-
sponders can use it in a timely manner. For
IMINT, the image can be degraded or used as a
source for a derived product. For SIGINT, infor-
mation needs to be disseminated without attribu-
tion to the NSA.

Because state and local agencies play a vital
role in homeland security, the national TPED ca-
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pabilities must reach down to the local levels.*®
Currently the availability of NTM products to
these agencies is almost nonexistent. The in-
creasing availability of commercial imagery may
improve this situation. Because state and local
authorities are typically the first responders, it is
imperative to extend the TPED process down to
this level.

Commercial Imagery: The New
Satellite on the Block

A discussion on the use of space for homeland
security would not be complete without mention-
ing the growing role of commercial space im-
agery. A commercial satellite owned by Space
Imaging took some of the most widely recog-
nized pictures of the 9/11 attack.>® The New York
governor’s office contacted Space Imaging di-
rectly to request information on the use of satel-
lite imagery for disaster assessment and emer-
gency management.®' [t was an unusual situation
where a state went directly to a private company
rather than a federal agency for help on using
space assets. As second-generation satellites




with improved resolution are launched the im-
portance of commercial imagery for homeland
security will become even more pronounced.

The two main advantages of commercial imag-
ery are the lack of legal restrictions on their use
over the United States and the unclassified nature
of their product. Because they are privately
owned, commercial systems do not face the same
restrictions as national systems. Their unclassified
products can easily be distributed to anyone, pro-
vided the proper licenses are bought. This is im-
portant because many homeland-security
agencies, especially at the state and local levels,
do not have the necessary security clearances for
national imagery. Also, the dissemination of these
products can be done through the Internet, thus
providing quick and easy access. Because of
these advantages, commercial imagery, as it be-
comes more available, will be a major source of
data from space for homeland security.

The High Ground for Homeland Security

Space assets can play a significant role in en-
hancing homeland security. These systems pro-
vide communication and navigation support that
is vital to homeland-security functions. Satellites
also provide unique information from their van-
tage pointin space. Whether itis providing intelli-
gence against a terrorist threat or preparing and
responding to a WMD attack, space provides un-
fettered access to quickly collect information
over wide areas at any location in the United
States. Despite these capabilities, significant le-
gal, policy, organizational, and procedural limita-
tions exist. These limitations must be examined
and addressed if space is to be fully utilized for
homeland security.

The same situation for the use of space in
homeland security today existed with the military
in Desert Storm. Many space assets were an un-
known quantity when planning for operations at
that time. Only after 10 years of effort is space
now an integral part of military operations, as
demonstrated in Operation Enduring Freedom.
The challenge now is using space for this new na-
tional security threat. The Department of Defense
and the Department of Homeland Security must
now work together to bring the high ground
home to America.

Notes

1. The Defense Support Program (DSP) satellites, a key part
of North America’s early warning system, detect missile
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it.
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(ELINT), foreign instrumentation signals intelligence (FISINT),
and communications intelligence (COMINT). ELINT and FIS-
INT are used to collect information on radars, weapon sys-
tems, and telemetry, and probably would not be of much
utility since terrorists are unlikely to use weapons of that so-
phistication. Definitions of these three types of SIGINT can be
found in Air Force Doctrine Document 2-5.2, Intelligence, Sur-
veillance, and Reconnaissance Operations, 21 April 1999, 27,
on-line, Internet, 28 February 2002, available from https://
www.doctrine.af.mil/ Main.asp.
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American Strategy for the Campaign against Terrorism
(Washington, D.C.: Center for Strategic and International
Studies Press, December 2001), 79.

13. This collection is already done overseas, although there
have been questions raised on the ability to track terrorists
who may limit their electronic conversations.

14. The Department of Energy’s Multi-Thermal Imager pro-
vides both mid-wave and long-wave infrared imagery. LAND-
SAT, SPOT, IKONOS, and Quickbird have four to seven




multispectral bands. Canada’s RADARSAT provides synthetic
aperture radar (SAR) imagery.

15. IPB is defined as the continuous process used to develop
a detailed knowledge of the adversary’s forces and capabili-
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